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PART 1: FOIPOP

A Introduction of Policy

A Review of FOIPOP Act, personal information, access and priigitp
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A Collection,Use & Disclosure

PART II: Privacy: Best Practices

A Privacy Breach

A Best Practices
A Passwords
A Email, FAX, Phone, Copying
A Office Practices
A Taking Work Home

Questions/Discussion
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Canada Student Loans Privacy Breach Class Action - Notice of =

Settlement Approval How data breaches cause harm even if no financial info is
stolen

From Employment and Social Development Canada
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A recent data breach at an Ontario college highlights the importance of educating
clients on cybersecurity, even if no financial information was exposed.
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“Even having your name, address and date of birth stolen can still cause problems,”

Don Duncan, security engineer for Vancouver-based NuData Security, said Tuesday.

ﬂ—A
b

Laptop stolen with health information of 620,000
Albertans

“Cybercriminals can use this information to create a complete profile of students.

Add a bit of social engineering, and they can start cracking all types of accounts and

even open up new accounts in the students’ names.”

Duncan said protecting data from

Delaware college dean sends list
« it Of failing students to all students

Movember 3, 2010

breaches is becoming increasingly

challenging, but innovations in

]

technology and following best
practices can help organizations
detect and mitigate damage after

Health officials recently

a breach.

This week, the dean of students at Delaware-based Wesley College

CBC News - Posted: Jan 22, 20 mistakenly forwarded to the school's 2,400 students an e-mail 2L90:22007

containing the names of 18 students at risk of flunking out. Orig
sent to academic advisers. the e-mail described one student as

Politics

CBC warns past, current staff personal data may
be at risk after break-in, theft of computer

Corporation has budgeted $300,000 to cover outreach, insurance costs

CBC News - Posted: May 16, 2018
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Province just sort of stumbles across
massive data breach

Personal information for thousands of Nova Scotians compromised thanks to
paper-thin security standards.

Posted By Jacob Boon on Wed, Apr 11, 2018 at 9:36 PM

The province has been opaque about its transparency

website's dangerous transparency. - VIA ISTOCK

The province has been opaque about its transparency website's dangerous transparency.
VIAISTOCK




FOIPOP

Freedom of Information and Protection of Privacy

Freedom of Information and Protection
of Privacy Act

CHAPTER 5 OF THE ACTS OF 1993

aaaaaaaaaaaaaaaa

A Nova Scotia was the first province in Canada to enact a
Freedom of Information lkkct977.

A The Actwas replaced in 1993 by the considerably
ImprovedFreedom of Information and Protection of Privac
Act(in force 1994).

A In 1999, theprovincial Agtas also extended to cover
local public bodies including hospitaisiversities
colleges andschool boards (in forcesince 200)
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https://nslegislature.ca/sites/default/files/legc/statutes/freedom%20of%20information%20and%20protection%20of%20privacy.pdf

A Summary of FOIPOP

Duty to Assist: A Balanced\pproach

OoPur suant tpuablicbddies, Muaitipslities and local public bodies are
obliged to adopt a policy aiccountability, openness andtransparency
and to provide aight of access to information with limited exceptions.They
are also obliged to ensure th@otection of 1 ndi vi dual s

- NS Office of the Information and Privacy Commissi

https://oipc.novascotia.ca/about-the-review-office
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When Do Access Rules Apply?

AALL records in custody, or wunder
Uni versity are subjeabl 0 the Act

A Records are defined in the Act to include anything on which
Information is recorded, and include emails, texts, PINS,
photographs, etc.

A If an employee does work on a personal device, or uses
personal email, that record must be produced in response to an
access to information request.
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When Do Privacy Rules Apply?

Privacy rules apply to all COLLECTION, USE &
DISCLOSURE of personal information
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What Is Personal Information?

3.1 Pergomal I nformationd means recorded inform
Individual, including:

(i) the individual s nameV) a@fek8dpoVY!I 8RB R ohlen &

characteristics,
| the 1 ndi vidual 6s r ace, natj] onal Or et nNi..C OFJ |
( ) fV|) Phtormati on a-BaDElhIBtOI’)LFIG

or religious or political beliefs, including a physical or mental disability,

(iii) the individual s ag@geii peXxnfdekmHal oeflucdiidhdl b8t t |
status or family status, financial, criminal or employment history,
(iv) anidentifying number ,symbol or other particular ( V1 1'1) anyone el sed0s opi ni

assigned to the individual, (i x) the individual 8s per :

they are about someone else;

i Wsma( Information about an identifiable individual that is recorded in ANY FORM

NS FOIPOP Act: https://nslegislature.ca/sites/default/files/legc/statutes/freedom%200f%20information%20and%20protection%200f%20privacy.pdf
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https://nslegislature.ca/sites/default/files/legc/statutes/freedom%20of%20information%20and%20protection%20of%20privacy.pdf

Information and Privacy Rights

There are two major rights under  the Act:

1. Access:the right ofaccessto records in the custody or
under the control of a public body, including your own
personal information; and

2. Privacy: the right of protection for theprivacy of your
personal information in the custody or under the control of
a public body.

As employees of a public body we share in these responsibilities and duties.
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What Is a record under the Act?

AA record is documented or fixed information. This
Information may be correspondence, a video, emalills,

databases or any other source of recorded or stored
iInformation.

AThe Act applies to ALlrecords in the custody or under the
control of the public body.

Note: You have the right to requesdccessto your personal
Information, toview this information, toensure Its accuracy , and to

request correction of errors.
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FOIPOP: Balancing access and the
protection of privacy

What are the basic access to information rules?

SAINT MARY'S
W UNIVERSITY SINCE 1802

One University. One World. Yours.




FOIPOP: Balancing access and the
protection of privacy

What are the basic access to information rules?

% Full disclosure unless exemption applies

{15 limited and specific exemptions

% Duty to sever

FOIPOP Officer/coordinator processes
the request
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Access rules for staff

SAINT MARY'S
W UNIVERSITY SINCE 1802

ne University. One World. Yours.




Office of the Registrar

V Maintains/protects official student academic

records ll| f

V Controls access to student information

\
V Authorises the release of official information ‘:
>

Image Source: http://www.dataprix.com/files/uploads/103image/lock.jpg
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Three Points...

In the process of getting students from admission

to graduationthe Universitymust collect personal
Information from students.

Athere is a duty to ensure that information is used

only for the intendedourpose for which the
Information was collected

Athere is a duty to ensure that information is held in
confi dence and that student
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Three Pol nt seé

The Office of the Registrar oversees students
academicrecordatSai nt Mar yos Uni v

Aaccess is controlled

A official information may only beleased under
certain conditions
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Three Pol nt seé

A clear distinction must be made between public
and private information.

Aexpectations about privacy are changing due to
changes In legislation, and decisions rendered by the
courts

Aonly a very few pieces of information may be
rel eased without the stud
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Disclosures Authorized by FOIPOP

Information considered to be public record:
U period of registration
U programme of studies
U credentials awarded

U dates of graduation

NOTE: Students have the right to request that this information NOT be mad
publicly available.

M SAINT MARY' S
W UNIVERSITY SINCE 1802

One University. One World. Yours.




Basic Privacy Rules

ANo collection unless authorized
ANo use unless authorized
ANo disclosure unless authorized

AKeep personal information secure
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Advice

Be respectful of
student s
and follow
University

When in doubt,
ask the Registra

or contact the
FOIPOP Officer

policies
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Part I
Privacy: Best Practices
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Privacy Quiz
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Privacy Quiz
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