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One University. One World. Yours.

Wireless
Connectivity Windows 7

Saint Mary’s University is continuing to expand the wireless
network on campus. For an up-to-date listing of wireless hot
spots, visit: www.smu.ca/itss/wireless.

You Must:

1. Have an S#.

2. Abide with Saint Mary’s Technology Use Policy to use the wireless internet
access.

3. Have the following minimum requirements:

e Laptop with wireless card
e Windows 7
e A Saint Mary's University user account.

Getting Started:

You will have to set up the network configuration on your laptop to access the
wireless network.

The following step-by-step instructions will guide you through the rest of the set-
up process.

You need to complete this process one-time only!
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STEP 1

Click on the start button and
select Control Panel Click
on Network and Sharing
Center. Then, click on Man-
age wireless networks on
the left.

STEP 2

From the Manage Wireless
Networks window, click on
Add. Select Manually cre-
ate a network profile.

STEP 3

For the Network name type in
"SMU_PUBLIC" without
guotes. Change the network
authentication to
WPAZ2-Enterprise and data
encryption to AES. Check the
box for Connect even if the
network is not broadcast-
ing. Click the Next button in
the bottom right corner of this
window.
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& « All Control Panel tems » Metwork and Sharing Center x| +3 [l Search Control Panel R
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Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter sett
i WINT-HD SMUNET SMU.CA Ttemet
Change advanced sharing {This computer}
settings
View your sctive networks Connect or disconnect
: SMUNET.SMU.CA Accesstyper  Intemet
1 Dormain network Connections: gl Wireless Network Connection
: {SMU-GUEST)
Change your networking settings
i Setup a new connection or network
" et up s wireless, broadband, dial-up, ad hoc, or VPN connection or set up a router of sccess
point.
i Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
Choose homegroup and sharing options
Access files and printers located on other network computers, or change sharing settings.
Seeako
HomeGroup [S) Troubleshoot problems

Intemet Options Diagnese and repair network problems, or get troubleshooting information.

Windows Firewall

-
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U 2! Manually connect to a wireless network
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How do you want to add a network?

Rk Manually create a network profile

"= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need te know the network name (S5ID) and
security key (if applicable).

& Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Cancel

Enter information for the wireless network you want to add

MNetwork name: SMU_PUBLIC
I
Security type: [WPAZ-EHterprise V]
Encryption type: [AES v]
Security Key: Hide characters

Start this connection automatically

[Z]:Connect even if the network is not broadcasting

Warning: If you select this option, your computer's privacy might be at risk,
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STEP 4

Click on Change connection
settings.

A new window will appear with three
check boxes on it.

UNCHECK the middle box and click
on the Security Tab at the top.

STEP 5

Select WPA2-Enterprise for
Security type. Change the network
authentication drop down to
Microsoft Protected EAP (PEAP).
Then click the Settings button to the
right of the drop down.

STEP 6

UNCHECK "Validate server certifi-
cate".

Ensure “Select Authentication
Method: Secured password (EAP-|
MSCHAP v2)” is selected in the ™~ :
drop down window.

Ensure the check box for Discon-
nect if server does not present
cryptobinding TLV is NOT
checked.

Click on configure and proceed to
STEP 7.

SMU_PUBLIC Wireless Network Properties =

Mame: SMU_PUBLIC
S5ID: SMU_PUBLIC
Metwork type: Access point

Network svailability: Al users

Connect automatically when this network is in range
[] Connect to a more preferred netwerk if avalable

Connect even if the network is not broadcasting its name (SSID)

SMU_PUEBLIC Wireless Network Properties [

Security

Security type: [wPaz Enterprise -]

Encryption type: [aEs ~|

Choose a nebtwork authentication metheod:
[Microsoft: Protected EAP (PEAP) ~J [ settngs |

[#] Remember my credentials for this conne i e
time T'm logged on

Advanced settings

ﬂ [ oK | [ cancel |

Protected EAP Properties I.éj

| When connecting:

[ validate server certificate. Uncheck this Box

Connect to these servers:

] Ciss 3 Publc Primary Certication Authority | -
[ Entrust.net Certification Authority (2048)
[] Entrust.net Secure Server Certification Authority E
[] GTE CyberTrust Global Root

[] Microsoft Root Authority

[ Microsoft Root Certificate Authority
[[] sMu-pcz -

< | n | [

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:
[Secured password (EAP-MSCHAF v2) - [ Configure... ] |

Enable Fast Reconnect

[] Enforce Metwork Access Protection
[ Disconnect if server does not present aryptobinding TLV
[] Enable Identity Privacy
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STEP 7 EAP MSCHAPW2 Properties &5 |

UNcheck the box for
“ Automatically use my Win- . =
dows logon name and pass-

When connecting:

Automatically use my Windows logon name and

word (and domain if any)”. B W
Then click OK on all open dia- password (and domain if any).
log boxes to complete the Uncheck this Box
setup.
P oK | Cancel |

STEP 8

Wait a few seconds and you P
should see something similar Ak Additional information is needed to connect SMU_PUBLIC. * *
tO thIS |n your taskbar at the "= Click to provide additional information.

bottom of your screen. Click
on the message and you
should be prompted with a
login window.

Windows Securi
STEP 9
Network Authentication

Please enter user credentials

Enter your username and

password, then click OK. —
“ | I i i i s1234567
’ .......o..l

For more information contact:

P
ITSS Help Desks /7 *\
Loyola 268 & aISss

T h e Atrl u m .\\Q\E;'}E_ __ poé”/
Phone 496_8111 ~ms § suet

For an updated list of
Spots on campus, Vis

Or visit: www.smu.ca/itss/wireless
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